
With Rubrik Zero Trust By Design, your data remains readily available. Services are architected with a logical air gap, secure protocols, native immutability, encryption, and access controls.
Become unstoppable against cyber attacks and operational failures

Target Activities 40

Advanced Activities 24

Total Activities 64

*built into the Rubrik platform

1.1.1	 Inventory User*

1.2.1	 Implement App Based Permission*

1.6.1	 Implement UEBA Tooling

1.9.1	 Enterprise PKI/IDP Pt. 1*

1.2.3	 Rule Based Dynamic 
Access Pt. 2*

1.9.3	 Enterprise PKI/IDP Pt. 3*

1.2.5	 Enterprise Roles 
and Permissions 
Pt. 2*

1.4.4	 Real Time 
Approvals & JIT/JEA 
Analytics Pt. 2*

1.6.3	 User Activity 
Monitoring Pt. 2*

1.9.2	 Enterprise PKI/
IDP Pt. 2*

2.3.1	 Entity Activity Monitoring Pt. 1

2.3.3	 Implement App 
Control & FIM Tools

2.3.6	 Enterprise PKI Pt. 1*

2.3.7	 Enterprise PKI Pt. 2*

2.5.1	 Implement Asset, Vulnerability 
and Patch Management Tools

2.7.1	 Implement EDR 
Tools & Integrate 
w/ C2C

2.7.3	 Implement XDR Tools & 
Integrate w/ C2C Pt. 2

2.7.2	 Implement XDR Tools & 
Integrate w/ C2C Pt. 1

3.3.4	Continual Validation*

4.3.4	Automated Data Tagging 
& Support Pt. 1

4.4.4	Database Activity 
Monitoring

4.1.1	 Data 
Analysis

4.4.2	DRM 
Enforcement 
Point Logging 
and Analysis

4.2.1	 Define Data 
Tagging 
Standards*

4.3.1	 Implement 
Data Tagging & 
Classification 
Tools

4.4.3	 File Activity 
Monitoring Pt. 1

4.4.5	Database Activity Monitoring

5.4.4	Protect Data 
In Transit*

6.7.4	 Automated Workflow*

6.2.1	 Task
Automation 
Analysis

6.5.1	
Response
Automation 
Analysis

6.1.2	
Organization
Access Profile*

6.7.1	 Workflow 
Enrichment 
Pt. 1

6.1.3	 Enterprise 
Security Profile 
Pt. 1*

6.2.2	 Enterprise 
Integration 
& Workflow 
Provisioning Pt. 1

6.3.1	 Implement 
Data Tagging & 
Classification ML Tools

6.7.2	 Workflow 
Enrichment Pt. 2

7.5.1	 Cyber Threat 
Intelligence 
Program Pt. 1

7.4.1	 Baseline & 
Profiling Pt. 1

7.5.2	 Cyber Threat Intelligence 
Program Pt. 2

7.1.3	 Log Analysis*

7.2.2	 Threat 
Alerting Pt. 2

7.2.3	 Threat Alerting Pt. 3

7.4.3	 UEBA Baseline Support Pt. 1

7.4.4	 UEBA Baseline Support Pt. 2

1.7.1	 Deny User by Default Policy*

1.4.1	 Implement System and Mitigate Privileged Users Pt. 1*

1.3.1	 Organizational MFA/IDP*

1.2.2	 Rule Based Dynamic Access Pt. 1*

1.6.2	 User Activity 
Monitoring Pt. 1*

1.4.3	 Real Time Approvals & 
JIT/JEA Analytics Pt. 1*

1.2.4	 Enterprise Roles and 
Permissions Pt. 1*

3.3.1	 Approved 
Binaries/Code*

3.3.2	 Vulnerability Management 
Program Pt. 1*

3.3.3	 Vulnerability Management 
Program Pt. 2*

6.2.3	 Enterprise Integration & 
Workflow Provisioning Pt. 2*

6.4.1	 Implement AI 
Automation Tools*

6.7.3	 Workflow Enrichment Pt. 3

6.4.2	 AI Driven by Analytics 
decides A&O modifications

6.5.3	 Implement Playbooks

7.1.1	 Scale
Consider- 
ations*

7.1.2	 Log 
Parsing*

7.2.1	 Threat 
Alerting 
Pt. 1

7.3.1	 Implement 
Analytics 
Tools
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