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Cyber Awareness Forum

AGENDA - OCTOBER 24, 2024

LIVE Pentagon Library Conference Center (PLCC) — Onsite and Online
PRESENTATIONS: PLCC - room B5 PLCC - room B6

DISA J6 Cyber Awareness Forum — Leadership Address
9:00 AM -9:30 AM Air Force Brigadier General Michael L. Cornell, Vice Director, DISA J6
Command, Control, Communications and Computers (C4) Enterprise Directorate

What's Lurking in Your Phone? Navigating the Risks in Mobile Apps
Chris Gogoel, VP & GM, Public Sector, Quokka

9:10 AM -9:55 AM

Shared Zero Trust Responsibilities
Dr. Brian Hermann, Director and Program Executive Officer (PEO), DISA PEO Cyber Directorate

9:40 AM - 10:25 AM

Cybersecurity in the Age of Al
Dwayne Hoover, Solutions Engineering, Anjuna Security

10:05 AM - 10:50 AM

Leveraging DoD Industry Trends to Develop a Testing Environment
Rick Dudeck, Director of Network Security, World Wide Technology

10:35 AM - 11:20 AM

Preventing Cracks in the Foundation of Zero Trust
Chris Greenlee, VP Trusted Keep, Two Six Technologies

11:00 AM -11:45 AM

Introduction to Joint Collaborative Environment and Classified Analytic Solutions Environment
Aastha Verma, Program Lead for Classified Analytic Solutions Environment (CASE), DHS CISA

11:30 AM - 12:15 PM

The Case for Developing a Security Testing Vision
Dr. Mark Kuhr, CTO & Co-Founder, Synack

11:55 AM - 12:40 PM

Agile Risk Management — Enabling the Adoption of Data, Analytics and Al

12:25 PM -1:10 PM Mr. Daniel Holtzman, CIO of the DoD Chief Digital and Artificial Intelligence Office (CDAO)
DoD CDAO

Privileged Access Agreement Review
Darryl Winston, Chief, Network User Accounts Branch, DISA J6 C4E

12:50 PM - 1:35 PM

Al and GenAl in Cybersecurity: A New Paradigm for National Security
Dr. Al Naqvi, CEO of the American Institute of Artificial Intelligence

1:20 PM - 2:05 PM

DISA Customer Service Center: A Model for Digital Transformation
Jennifer Sample, Ph.D., Chief Technology Officer, Empower Al

1:45 PM - 2:30 PM

9:00 AM — 3:00 PM EXHIBIT HALL: PLCC —room B3

9:00 AM - 2:00 PM GOVERNMENT CAREER FAIR: Pentagon, 2nd Floor, A ring, APEX 9-10

REGISTER AT WWW.FBCINC.COM/DISA/ATTENDEEREG.ASPX



https://WWW.FBCINC.COM/DISA/ATTENDEEREG.ASPX

DISA J6

DISA J6 develops, implements, operates, and maintains secure
communication systems that provide full command, control,

communications, computers (C4) capabilities and common use

information technology to the warfighter and nation leaders. o

DISA J6 strives to be the single point of contact for customers
while providing the ultimate white glove service in support of and
commonly used information technology, while connecting and
protecting information systems worldwide.

Our global reach includes 10 countries, in over
850 locations, with over 500,000 users, and
supports 22 different organizations.

Director, DISA J6 Vice Director, DISA J6

Sharon Woods Brig. Gen. Michael L. Cornell

Follow the QR for more information
or visit DISA.mil
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Anjuna Security .
Zach Sutton a n J U n a
380 Portage Avenue

Palo Alto, CA 94306

(703) 303-1440

zach.sutton@anjuna.io

www.anjuna.io

Anjuna created Anjuna Seaglass™, the first Universal Confidential Computing Platform, capable of running any application in any cloud
with complete data security and privacy. Anjuna Seaglass isolates workloads in a hardware-assisted Trusted Execution Environment that
intrinsically secures data in every state to create a zero trust environment for code and data. Anjuna Seaglass empowers enterprises to
directly control application-level trust policies, ensuring that only trusted code can access sensitive data.

Session Sponsor

Armis

Robert Aparicio

548 Market Street, Suite 97439

San Francisco, CA 94104

(571) 215-7173

robert.aparicio@armis.com

www.Armis.com

Armis, the asset intelligence cybersecurity company, protects the entire attack surface and manages cyber risk exposure in real time. Our
FedRAMP Authorized solution, Armis CentrixT, ensures that agencies continuously see, protect, and manage all critical assets. We help
secure governments around the world to keep critical infrastructure, economies and society safe and secure 24/7.

anJuna

CASE STUDY

U.S. Navy Charters a
Secure Al Course with

Confidential Computing

Ok 7{0)
Start Free ;‘-ﬁ@ﬁ
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Cloudera Government Solutions Inc. C Lo U DE RA

Jennifer Paddock

8251 Greensboro Drive
Mclean, VA 22102

(703) 431-5021
jpaddock@cloudera.com
www.Cloudera.com

Cloudera is a leading enterprise data platform that enables organizations to manage and analyze vast amounts of data across hybrid,
multi-cloud, and on-prem environments. Cloudera's open source platform integrates Al, machine learning, and analytics, providing secure,
scalable data management and insights. Cloudera supports use cases like data engineering, cybersecurity, and predictive analytics,
empowering businesses to make data-driven decisions while ensuring compliance and security across government agencies.
Registration Sponsor

Cloudian

Paul Thuman ¢

177 Bovet Road, Suite 450

San Mateo, CA 94402

(703) 930-1273 CLOUDIAN
PThuman@Cloudian.com

www.Cloudian.com

Cloudian is the most widely deployed independent provider of object storage. With a native S3 API, we bring the scalability, flexibility and
management efficiency of public cloud storage into your data center while providing ransomware protection and reducing TCO by 60% or
more compared to traditional SAN/NAS and public cloud. We have the most government certifications for object storage in the industry.

Phishing Attack

PH |SHME Identification to

C.F E N s E Remediation Dwell

EMAIL SECURITY Time Goal: 8 minutes
Your Virtuous Cycle — Over a
Decade in the Making

The Al Email Threat

Cyber attackers are leveraging easily
accessed Al & ML, outpacing
traditional and model-based secure
email gateways (SEGs)

1. Transform Employees into
oviaMe SAT Plagg,, Cyber-Resilient Assets

2. Automate SEG-Miss Report

The Power of Analysis and Remediation

Institutional and
Contextual Knowledge

Employees hold invaluable
knowledge that no Al security tool
can replicate — awareness of normal
vs. anomalous communication

within the DoD Managed por se i

Intelligence

3. Optimize Protection with Al-
Assisted Collective Phishing
Threat Intelligence

Implementing a system of human-vetted intelligence takes

For more info time, but Cofense has already done the work. -
Virginia Giebel i . . . £
571.246.7076 Threat Intelligence ® Defensive Cyber Operations @ Red Team e Incident
virginia.giebel eport

. — Response ® Email Protection Phishing
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Harnessing Data For National Defense:

Data Solutions
for Cyber
Defense

CLOUDZ=RA
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Cofense PhishMe

Virginia Giebel C.FENSE

1602 Village Market Boulevard, Suite 400 ENLEIL SECORITY
Leesburg, VA 20175

(571) 246-7076

virginia.giebel@cofense.com

www.cofense.com

Cofense® provides the world's most effective business email threat detection and remediation solutions. The Cofense PhishMe® Email
Security Awareness Training Platform (SAT) with Risk Validation and the Cofense Phishing Threat Detection and Response (PDR) Platform
are powered by over 35 million Cofense-trained employees who report phishing and other dangerous email threats in real time. Exclusive
to Cofense, our network detects and eradicates threats other email security systems miss and removes them from our customers' inboxes.

Non-Exhibiting Sponsor

Garrison Technology, now a part of Everfox

ggl\i/r\]/ '(\S/I(;:‘hKiSnttr»;et, Floor 2, Suite 2 G A R R I SO N

New York, NY 10023-7905
colin.mckinty@garrison.com

www.garrison.com
Garrison is now a part of Everfox. A global leader in Hardsec, Garrison is revolutionizing ways of working for classified and unclassified

government by delivering innovative cross-domain solutions to enable mission critical activities. Garrison's technology offers three core
capabilities: Browser isolation, VDI isolation and Isolated system/network management. Through our unique and unparalleled hardware
enforced security, Garrison is re-enabling new ways of working to the most secure organizations.

Non-Exhibiting Sponsor

GARRISON

Now a part of EVERFOX

Garrison is revolutionizing government by delivering
innovative cross-domain solutions to enalble mission
critical activities. Through our unigue and unparalleled
hardware enforced security, Garrison is helping drive
digital transformation and user enablement to the
most secure organizations, delivering the future of
cross-domain today.

Capabilities

Browser isolation, providing VDl isolation, providing Isolated system/network
access to HTTP(S) sites HE access to VDI platforms I management

For more information please contact Colin McKinty, Managing Director, North America
¥ colin.mckinty@garrison.com
@& www.garrison.com/en
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NIH - NITAAC

NITAAC Customer Support
11434 Rockville Pike, Floor 10
Rockville, MD 20852

(888) 773-6542
NITAACsupport@nih.gov
www.nitaac.nih.gov

| § A
O NI/
REIMAGINING ACQUISITIONS

NITAAC (NIH Information Technology Acquisition and Assessment Center) is housed within the Department of Health and Human Services
(HHS) at the National Institutes of Health (NIH), and is a full service acquisition program that has been designated a federal Executive
Agent, authorized by the Office of Management and Budget (OMB) to administer three Government-Wide Acquisition Contracts (GWACs)
for information technology (IT) acquisitions. CIO-SP3, CIO-SP3 Small Business, and CIO-CS can be used by any federal civilian or
Department of Defense (DOD) agency to acquire information technology services, solutions, and commodities from pre-qualified vendors
at lower than open-market prices in less time than going the traditional full and open route. But we’re not just a GWAC program anymore,
NITAAC has expanded its support including an Assisted Acquisitions program, and is one of three OMB mandatory sources for laptop and
desktop buys through our NITAAC Government-Wide Strategic Solutions (GSS) program.

Phoenix TS

Christine Harper

10420 Little Patuxent Parkway, Suite 500
Columbia, MD 21044

(240) 902-3004

charper@phoenixts.com
www.phoenixts.com

Phoenix TS; celebrating 25+ years of "excellence in training", provides CYBER, IT, & Soft Skills training to the US Cyber Command, DISA, the
Intelligence Community (IC), and many other DoD components. We deliver private classes both CONUS & OCONUS, as well as virtually and
we have an open enrollment schedule.

‘Ij PhoenixTS

Quokka

Protecting the

Mobile Ecosystem

Federal agencies use Quokka to vet
and test mobile apps to ensure their
mission-critical apps are Secure by Design.

Privacy-first
approach

Defense-grade
engines

Real-world
context

Original
research

Cyber Awareness Forum

~

Only Quokka researchers
discover hundreds of new
zero-day vulnerabilities and
threats that power defense-
grade app scanning engines

Only endpoint protection to
scan apps, data destinations,
and system configurations in
context of each mobile device
to enable remediation

First and longest-standing
mobile security for the US
Federal Government - now
trusted by 30+ international
governmental agencies

Visit www.quokka.io or www.carahsoft.com/quokka to learn more.

First and only mobile
endpoint protection
trusted by users because
no personal information or
datais collected or shared

.
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Quokka

Dean Pace GUOkkq
800 N Glebe Road, Suite 720C & 505

Arlington, VA 22203

(703) 395-8314

dpace@quokka.io

www.quokka.io

Quokka protects mobile apps and devices used by millions globally. Formerly Kryptowire, the company was founded in 2011 with grants
from DARPA and NIST, becoming the first and longest-standing mobile app security solution for the US Federal Government. Original
research fuels contextually aware mobile security intelligence that enables organizations from all sectors to proactively protect mobile
apps and devices, all while respecting privacy. Learn more at www.quokka.io.

Session Sponsor

Rubrik Inc. a®u. b . k
Chris Martirano .’. .., rU rl
3495 Deer Creek Road D Gl
Palo Alto, CA 94304 federal
(203) 313-8752

chris.martirano@rubrik.com

www.rubrik.com/federal

Rubrik is a cybersecurity company and our mission is to secure the world's data. We pioneered Zero Trust Data Security™, to help
organizations achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Built with a Zero Trust
design and powered by machine learning, Rubrik delivers complete cyber resilience in a single platform across enterprise, cloud, and Saas.
Our platform automates data policy management and enforcement, safeguards sensitive data, delivers data threat analytics and
response, and orchestrates rapid cyber and operational recovery.

ServiceNow .

Chris Dinkel

8045 Leesburg Pike, Suite 300 SerVIcen w®
Vienna, VA 22182

(301) 514-7474

chris.dinkel@servicenow.com

www.servicenow.com

ServiceNow is the Al Platform for Business Transformation. Streamline processes, connect silos and accelerate innovation at scale using
the power of GenAl on a single, unified platform. Elevate your cyber resilience and extend security across the enterprise with ServiceNow
Security Operations for the NOW platform. NOW’s SecOps solutions use intelligent workflows and GenAl to better collaborate across your
organization, manage vulnerabilities and speed response times.

Splunk

Wayne Eagleson | RSM - Federal/DISA I k
7900 Tysons One Place, Suite 1000 Sp u n >
McLean, VA 22102 a CISCO company

weagleson@splunk.com

www.splunk.com

Splunk helps make organizations more digitally resilient. Leading organizations use our unified security and observability platform to keep
their digital systems secure and reliable. Organizations trust Splunk to prevent infrastructure, application and security incidents from
becoming major issues, recover faster from shocks to digital systems and adapt quickly to new opportunities.
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Swish

Trace Halpern

1420 Spring Hill Road, Suite 320

McLean VA 22102

(615) 440-9399

thalpern@swishdata.com

www.swishdata.com

Swish provides solutions and engineering services to the U.S. Government focusing on high-quality outcomes. Certified engineers research
and evaluate technologies and develop full life cycle solutions to ensure maximum operational value and exceed expectations and
requirements. Swish is a Service-Disabled, Veteran-Owned and HUBZone certified Small Business. www.swishdata.com

Synack Inc.

1655 Fort Meyers Drive \A/
S

Arlington, VA 22209
(855) 796-2251 Synack‘

government@synack.com

www.synack.com/industries/public-sector

Synack offers human-led Penetration Testing as a Service (PTaaS) via a FedRAMP Moderate Authorized platform, now supporting IL4/5/6
environments. Researchers securely test government assets through the platform, providing full testing control, fast insights into Mean
Time to Remediation (MTtR), patch efficacy, and vulnerabilities. Synack's strategic "drive towards zero" testing exceeds Zero Trust 3rd
party testing requirements for software factories, special projects, and cloud environments.Connect with Us for a Free Attack Surface
Discovery: https://go.synack.com/disa-free-attack-surface-discovery

Session Sponsor

Synack.

The Synack PTaaS
Platform has your six

Secure your sensitive systems with PTaaS

Stop by our virtual booth to learn about the Synack PTaaS Platform and our human-led security testing
in a FEdRAMP Moderate Authorized environment, now providing testing for IL 4, 5 & 6 environments.
We're trusted by the public sector, delivering on-demand and continuous pentesting with end-to-end
vulnerabilities management, attack surface discovery, enhanced reporting capabilities and more.

To learn more about our solutions, visit us at synack.com/industries/public-sector/
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Tenable | immixGroup

Anne Gabriel ©tenable
8444 Westpark Drive, Suite 200

McLean, VA 22102

(571) 243-3676

Anne.gabriel@immixgroup.com

www.immixgroup.com | www.tenable.com

Tenable® is the Exposure Management Company. Approximately 43,000 organizations around the globe rely on Tenable to understand
and reduce cyber risk. Tenable extended its expertise in vulnerabilities to deliver the world’s first platform to see and secure any digital
asset on any computing platform. Learn more at tenable.com.

Two Six Technologies

Julia Shyy € two

901 N Stuart Street, Suite 1000 TECHNOLOGIES
Arlington, VA 22203

(571) 226-6973

julia.shyy@twosixtech.com

www.twosixtech.com

Two Six Technologies is a high-growth technology company dedicated to providing products and expertise to national security customers.
The company solves complex technical challenges in five focus areas that are key to national security missions: cyber, information
operations, electronic systems, analytics, and secure solutions.

Session Sponsor

TRUSTED KEEP

Trusted Keep was designed and built from the ground up with the government customer in mind. Aligned with
government standards for Zero Trust (ZT), Trusted Keep has protected the nation's most sensitive data for the past
seven years.

Trusted Keep provides object level encryption with unique keys to protect what is at the heart of ZT, the data,
whether it is at rest, in transit or in use. Trusted Keep capably fills in the gaps of the strongest ZT Architectures
(ZTA) through:

* On-prem key management

» Strict separation of duties

 Consistent policy enforcement across disparate environments

» Continuous authentication with attribute based access controls (ABAC)

* Public Key Infrastructure (PKI) and Multi-factor Authentication (MFA)

high-growth technology company, Two Six Technologies is dedicated to
TECHNOLOGIES providing products and expertise to national security customers.

Two Six Technologies brings innovative products
? wos Ix and capabilities to help secure borders and critical infrastructure. As a

Contact solutions @twoixtech.com or visit twosixtech.com for more information.



http://www.immixgroup.com/
https://www.twosixtech.com
mailto:julia.shyy@twosixtech.com
https://tenable.com
https://www.tenable.com

a8 The Single
Cloud Security Platform
for Government af.

\_

Accelerate your Zero Trust journey with Wiz for Government:

a comprehensive cloud security CNAPP solution providing
government agencies with complete multi-cloud visibility, continuous
risk assessment, and assisting with cATO compliance assessments.

Learn more at wiz.io/verticals/government

h WIZ < .
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i “
Chris Harr WI !
One Manhattan West, Floor 52

New York, NY 10001

(571) 241-2024

chris.harr@wiz.io

WWW.Wiz.i0o

Wiz transforms cloud security for customers — including 40% of the Fortune 100 — by enabling a new operating model. Our CNAPP
empowers security and development teams to build fast and securely by providing visibility into their cloud environments. With Wiz,
organizations can prioritize risk and stay agile.

Registration Sponsor

World Wide Technology V' World Wide
Rachel Olsen & Technology
1 World Wide Way

St. Louis, MO 63146

(301) 543-1835

Rachel.Olsen@wwt.com

www.wwt.com

World Wide Technology (WWT), a $20B technology solutions provider leading the Al and Digital Revolution, offers a proven approach for
organizations to evaluate, architect and implement multi-vendor solutions. Through the Advanced Technology Center, clients have hands-
on access to capabilities across infrastructure, Al, security, cloud and more. Learn more at wwt.com.

Session Sponsor

World Wide
Technology

Make the right technology
decisions faster.
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TASKED WITH
PLANNING A

CYBERSECURITY
TRAINING EVENT

WORKSHOP
FOR YOUR AGENCY?

WE'RE YOUR ANSWER!

The Federal Business Council (FBC) has established a proven track record of excellence in coordinating military
events. We are experienced in every level of program advisement and specialize in the unique needs that our
military partners encounter. Work with FBC on your next event through GSA Schedule 47QRAA20D0014 and use
the “No Cost Option” available to all DoD, Civilian, and Intelligence Agencies. Whether you are coordinating training
for your company or leading a base wide specialty event, FBC can support your program with web design/hosting,
attendee registration, name badges and staff that will ensure that your event is a success.

FBC is a professional organization To view a list Of our For questions about contracting an
providing meeting and conference
rrent even
support for the DoD, Intelligence “L . e tevents, Please Dave Johnson at
Community, and Federal Civilian visit our website at (800) 878-2940, ext. 209
Agencies since 1976. www.fbcinc.com or djohnson@fbcinc.com.

event, please contact
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This event has been professionally produced by the Federal Business Council.
For more information visit www.fbcinc.com

N
BC

Federal Business Council
8850 Stanford Boulevard
Suite 1900
Columbia, MD 21046
Phone: (800) 878-2940
Website: www.fbcinc.com
E-mail: sales@fbcinc.com
GSA Schedule #47QRAA20D0014

¥ @FBCinc f @FederalBusinessCouncil in @Federal-Business-Council
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