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• Provides a solid foundation of KSAs (Knowledge, Skill and Ability) to define your
workforce profiles.
• KSA’s are high level and require context to make them measurable.
• Enhancing ‘soft skills’ (communication, presentation, listening, management, etc.)
would make the NCWF more rounded.

Objective
Discuss lessons learned during the 1st phase of adopting the NCWF (National
Cybersecurity Workforce Framework) for the organizational needs below.

1. Choose from a list of Specialty Areas (found in the Workforce Framework) for each
position that includes cybersecurity work.
2. Compare current tasks performed to additional tasks recommended for each Specialty
Area.
Challenge: Classified Specialty Areas are not defined or existing Specialty Area definitions
are too constrained.

Challenge: Classified Specialty Areas are not defined or existing Specialty Area definitions
are too constrained.

Solution: Use the full KSA and Task taxonomy to create custom Specialty Area/Role based
mappings.
NOTE: ‘Competency Area’ associations occur when you select your KSAs

1. Align position descriptions, job duties, and competencies to the Workforce Framework
to operate successfully. For example, you can use Specialty Area definitions, as well as
Tasks and knowledge, skills and abilities (KSAs), to develop position descriptions and
establish competency models.
Challenge: For defined Specialty Areas there is no association between the areas ‘Tasks’
and the ‘KSA’s’ required to accomplish the ‘Task’

Challenge: For defined Specialty Areas there is no association between the areas ‘Tasks’
and the ‘KSA’s’ required to accomplish the ‘Task’
Solution: Leverage role based SME’s (subject matter experts) to map the ‘Specialty Area’
tasks to the respective KSAs.

NOTE: The Task listed is from the ‘Specialty Area’ Incident Response but is relevant to a
role we mapped to a different ‘Specialty area’. Another reason to consider custom
Specialty Area/Role based mappings.

•
•
•

Knowledge of which system files (e.g., log files, registry files, configuration files)
contain relevant information and where to find those system files.
Knowledge of Unix command line (e.g., mkdir, mv, ls, passwd, grep).
Knowledge of security event correlation tools.

1. Develop and share career paths with employees to help staff identify their proficiency
levels and advance in their chosen paths.
Challenge: What is the best method for establishing proficiency levels; ’Specialty
Area/Role Based’, ‘Competency Area’ or ‘KSA’ level?
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Challenge: What is the best method for establishing proficiency levels; ’Specialty
Area/Role Based’, ‘Competency Area’ or ‘KSA’ level?
Solution: ‘Competency Area’ based proficiency levels were selected
NOTE: The KSA profile applies to all grades selected. The KSA profile represents what is
required for the highest grade.

1. Develop and share career paths with employees to help staff identify their proficiency
levels and advance in their chosen paths.
Challenge: What criteria do you use to define your proficiency level; Qualifying
Statements or Specialty Area Behavioral Indicators?
Level

Area

Qualifying Statement

Beginner

Knowledge

Employee can identify basic facts and terms about the subject.

Intermediate

Knowledge

Employee can identify relationships of basic facts and state general
principles about the subject.

Advanced

Knowledge

Employee can analyze facts and principals and draw conclusions
about the subject.

Expert

Knowledge

Employee can evaluate conditions and make proper decisions
about the subject.

Beginner

Skill/Ability

Can do simple parts of the task. Needs to be told how to do most of
the task.

Intermediate

Skill/Ability

Can do most parts of the task. Needs help performing only on the
hardest parts of the task.

Advanced

Skill/Ability

Can do all parts of the task. Needs only a spot check of completed
work to ensure task performed correctly.

Expert

Skill/Ability

Can do the completed task quickly and accurately. Can tell and
show others how to do the task.

1. Develop and share career paths with employees to help staff identify their
proficiency levels and advance in their chosen paths.
Challenge: What criteria do you use to define your proficiency level; Qualifying
Statements or Specialty Area Behavioral Indicators?

1. Develop and share career paths with employees to help staff identify their proficiency
levels and advance in their chosen paths.
Challenge: Making KSA’s measureable and/or meaningful without changing the NCWF
taxonomy?
NOTE: Consider using a workforce management tool or database
1. Map Tasks to profiles KSAs

2. Align objectives to Tasks

Objectives
•
Basic Splunk Searching
•
grep/sed/awk
•
Timeline development
Task
•
Perform analysis of log files from a variety of sources (e.g., individual host logs,
network traffic logs, firewall logs, and intrusion detection system [IDS] logs) to
identify possible threats to network security.

3. Capture employee context

Employee Context
KSAs
•
Knowledge of operating systems.
Context
•
Windows 10
•
Linux
•
Red hat
•
IOS 8.x

1. Develop and share career paths with employees to help staff identify their proficiency
levels and advance in their chosen paths.
Challenge: How can you measure an employees proficiency progression.
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